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Abstract

The group signature with message dependent opening (GS-MDO) is a variant of the group
signature in the sense that the opening authority is split into two parties called the opener and
the admitter. Most known constructions of GS-MDO consider the static model. The only scheme
using the dynamic model by Sun and Liu has a problem of the anonymity against the admitter
in the real-world usage because the signing process requires the interaction between the signer
and the admitter. In this paper, we restart the line of research of GS-MDO in the dynamic
setting. We introduce the definition of the dynamic group signature with message dependent
opening (DGS-MDO) with the security requirements and propose a generic construction. By
instantiating our construction with appropriate primitives, we can obtain a DGS-MDO scheme
with the standard model security, constant signature size and non-interactive signing process.

Keywords: Dynamic Group Signature, Message Dependent Opening, Standard Model

1 Introduction

The group signature (GS) scheme [§] allows members of a group to sign messages on behalf of the
group. Although the actual signer is generally intended to be anonymous, the central authority,
such as the group manager, can identify the signer by using a trapdoor. Since the power of such an
authority is too strong in some applications, it should be restricted appropriately.
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Table 1: Comparison of GS-MDO schemes

GS model Signature Size | Security model Assumption MDO Signing
[19] Static 0(1) STD DLIN, SFP Bounded | Non-interactive
17 Static 0(1) ROM DBDH, DLIN, ¢-SDH | Unbounded | Non-interactive
| ]15] Static O(log N) STD DLIN, D3DH Unbounded | Non-interactive
| ]16] Static O(log N) ROM LWE, SIS Unbounded | Non-interactive
| [21] | Fully dynamic O(log N) ROM LWE, SIS Unbounded Interactive
| Jours] Dynamic 0(1) STD DLIN, SFP Bounded | Non-interactive

In the column Signature Size, N denotes the number of members of the group.

As a solution to the above problem, the notion of the group signature with message dependent
opening (GS-MDO) is proposed by Sakai et al. [19]. In GS-MDO, the opening functionality is
separated into two authorities called the opener and the admitter. On the opening operation, the
admitter first issues a message-specific token for the target message. The opener then opens the
signature corresponding to the message to identify the actual signer by using his secret key and
the message-specific token. Once the opener has received a message-specific token, it can open
all signatures corresponding to the same message by itself. Note that neither of them can open
signatures by itself.

Sakai et al. [19] proposed the first GS-MDO scheme with a generic construction from the identity-
based encryption (IBE), the tag-based encryption and the non-interactive zero knowledge proof
(NIZK). As an instantiation, they also presented the concrete construction from the bilinear group.
The security of their scheme is proven in the standard model and its signature size is independent of
the group size N. However, the scheme is restricted in the sense that there is a limit to the number
of tokens that the admitter can issue, that is, the MDO property is bounded. This is because the
scheme uses the Groth-Sahai proof [13| as NIZK, and the GS-proof-compatible IBE only satisfies a
slightly weaker security notion [14].

To address the above problem, Ohara et al. [17] proposed the GS-MDO scheme which has the
unbounded MDO property in the random oracle model (ROM) [4]. Libert and Joye [15] also proposed
the unbounded GS-MDO scheme whose security is proven in the standard model. However, the
signature size of their scheme is O(log N), where N is the size of the group. Note that all of
the above GS-MDO schemes use the bilinear map. For GS-MDO schemes without the bilinear map,
Libert, Mouhartemm and Nguyen [16] constructed the lattice-based GS-MDO scheme. Their scheme
is based on the LWE assumption and the SIS assumption, and the security is proven in the random
oracle model.

Another point of view is that the GS-MDO schemes above are constructed based on the model
of the static group signature [3|, which fixes the group and its members when the scheme is set
up. On the other hand, there are more realistic group signature models, namely the dynamic group
signature (DGS) [5] and the fully dynamic group signature (FDGS) [7]. The DGS allows a group
to add members and the FDGS allows a group to add and remove members, respectively, while the
static GS cannot change the group.

For the dynamic-type scheme of GS-MDO, Sun and Liu [21] proposed the fully dynamic GS-
MDO scheme. Their scheme is a lattice-based scheme and the security is proven under the LWE
assumption and the SIS assumption in the random oracle model. While the scheme of [21] achieves
the provable security, especially including the anonymity, there is a problem in real-world usage.
This is because a signer must send a message to the admitter in the signing process. Then the
admitter can infer the actual signer from the pair of the message-signature pair. This means that
this GS-MDO scheme does not seem to have adequate anonymity against the admitter, even if the
anonymity defined in the model of |21] is attained. Thus it is considered that GS-MDO schemes in
the dynamic model are still open.

1.1 Contribution

In this paper, we restart the research line of GS-MDO in the dynamic setting. As the first step, we
focus on the dynamic group signature by [5]. We introduce the definition of the dynamic group sig-

174



International Journal of Networking and Computing

nature with message dependent opening (DGS-MDO) and the security requirements of DGS-MDO.
We also propose a generic construction of DGS-MDO. Our generic construction consists of stan-
dard cryptographic primitives such as the digital signature (DS), the key encapsulation mechanism
(KEM), the identity-based KEM (ID-KEM) and the non-interactive zero knowledge proof (NIZK).
By instantiating each primitive with an appropriate scheme, our construction has competitive prop-
erties over existing GS-MDO schemes, as shown in Table Our construction can achieve the
standard model security, constant signature size and non-interactive signing process. However, same
as the scheme of [19], our scheme has one disadvantage, namely the bounded message opening. The
DGS-MDO scheme that supports unbounded message opening is an interesting open question.

1.2 Difference from the Conference Proceeding

The earlier version of this paper appeared in [2]. We refine the definitions of security notions and
add the full security proofs.

2 Preliminaries

For any algorithm .4, we denote by y + A(z) that A outputs y on input x. When A is probabilistic,
A(z) stands for the random variable of A’s output on input x, where the probability is taken over
the internal coin flips of A. In particular, we explicitly express that A outputs y on input x with the
random coin r by y < A(z;7). We abbreviate the word ”probabilistic polynomial-time” as PPT.

For a finite set X, z & X means that z is chosen from X uniformly at random. |z| and |X|
denotes the length of the element = and the size of the set X, respectively. (-) is some encoding
function which takes strings as input.

A positive function € in A is said to be negligible if for any positive polynomial p, there exists a
natural number Ag such that for any A > Ao, €(A) < 1/p(A).

3 Dynamic Group Signature with Message Dependent Open-
ing

We introduce the notion of the dynamic group signature with message dependent opening (DGS-
MDO). We first define the syntax of DGS-MDO and consider the security requirements with several
oracles which express the ability of adversaries.

3.1 Syntax

A DGS-MDO scheme DGS-MDO consists of a tuple (GKg, UKg, Join, Iss, GSig, Td, GVf, Open, Judge).
There are five parties on DGS-MDO: the trust, the issuer, the opener, the admitter and the user.
The syntax of DGS-MDO is defined based on the dynamic group signature [5] and the (static) group
signature with message dependent opening [11]. The formal description is as follows.

GKg(1*) — (gpk, ik, ok, ak):

GKg is the group-key generation algorithm performed by the trusted party. On input security
parameter 1, GKg generates the group public key gpk, the issuer key ik, the opener key ok and the
admitter key ak, respectively. ik, ok, ak are sent to the corresponding party via a secure channel,
and gpk is made public.

UKg(1*, gpk) — (upk;, usk;):

UKg is the user key generation algorithm performed by each user. On input security parameter 1*
and gpk, the user ¢ runs UKg and obtains the personal public and secret key pair (upk,,usk;). The
list upk = {upk;} of public keys of all users is made public.

Join(gpk, upk;, usk;) — gsk, and Iss(gpk, ik, reg) — reg:

Join and lIss are the two-party interactive group-joining protocol between the user ¢ and the issuer.
Join is performed by the user and lIss is performed by the issuer, respectively. After the interaction,
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Join outputs gsk; which is the group signing key for the user ¢ if the protocol succeeds to the end.
On the other hand, Iss outputs the registration table reg which records the registration information
of legitimate users. Namely, reg is updated by Iss with the i-th entry regli] of reg if the issuer
accepts the user i.

GSig(gpk, gsk;, m) — o

GSig is the group signing algorithm performed by each user. On input gpk, gsk, and the message
m, GSig generates the group signature o.

Td(gpk, ak,m) — t;,:

Td is the message-specific token generation algorithm performed by the admitter. On input (gpk, ak, m),
Td generates the token t,, for the message m.

GVf(gpk,m,o) — 1/0:

GVf is the deterministic group signature verification algorithm. We say that the signature o is valid
for m under gpk when GVf outputs 1.

Open(gpk, ok, reg, m, o, t,,) — (i,7):

Open is the deterministic opening algorithm performed by the opener. The output 4 identifies the
signer of the group signature ¢ and 7 is the proof for the fact, respectively. Note that when i = 0,
it means that there is no legitimate group member which produces o.

Judge(gpk, 4, upk,, m, o, 7) — 1/0:

Judge is the deterministic judgement algorithm. It checks whether or not 7 is a valid proof that the
user i generates o for m.

3.2 Security Definitions

We first introduce oracles which is used in the security definitions. These oracles give adversaries
various capabilities and functionalities. We can represent various attack scenarios by combining
them. The definitions of oracles and securities are based on [5] and [21]. In the descriptions of
oracles below, HU is the set of honest users, CU is the set of corrupted users, RU is the set
of users which are revealed with their signing keys, QLgs is the set of signing queries, TL is the
set of messages whose corresponding tokens are generated, CL is the set of challenge signatures,
respectively.

AddU(7): AddU adds the user ¢ as an honest user. AddU adds ¢ into the set HU, generates (upk,, usk;)
and then gsk;, updates regli], respectively, via operating Join and Iss internally. Finally, AddU
returns upk;.

CrptU(4, upk): The adversary corrupts the user 7 by calling this oracle. CrptU updates upk; of the
user ¢ as upk, and adds ¢ into the set CU.

SndTol(7): The adversary calls this oracle to run the group-joining protocol on behalf of the corrupted
user ¢ with the honest issuer. When the oracle accepts the protocol, it updates regli] as Iss does.

SndToU(i): The adversary calls this oracle to run the group-joining protocol on behalf of the cor-
rupted issuer with the honest user ;. When the oracle accepts the protocol, it updates the user ¢’s
signing key gsk;.

USK(7): USK returns the signing key gsk, and secret key usk; of the user i, and adds ¢ into the set
RU.

RReg(i): RReg returns the registration information reg[i] of the user i.
WReg(i, p): WReg writes/changes the registration information reg[i] of the user ¢ into p.

GSig(i, m): GSig returns the signature o on the message m with respect to the signing key gsk,, and
adds (i,m) into the set QLgs.

Chy(ig,i1.m): Chy returns the challenge signature o on the message m with respect to the signing
key of the user i, for b € {0,1}. Chy adds (m, o) into the set CL.

Td(m): Td returns the message-specific token t,, for the message m. If m is not in TL, Td adds m
into in TL.
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Open(m,c): Open returns the identity ¢ of the signer of o with the proof @ when the input (m, o)
is not in CL.

We now define the security notions of DGS-MDO.
Correctness: The correctness states that honestly generated signatures are always valid, opened
to the correct signers, and the proofs produced by Open pass Judge. For a DGS-MDO scheme
DGS-MDQO and any adversary A, let us consider the following experiment.

ExpBgs-mpo,a(A)
1. (gpk, ik, ok,ak) «+ GKg(1*); HU = §);
2. (i,m) + AAddURReg (g,
3. If i ¢ HU then return 0; If gsk; = e then return 0;

4. o + GSig(gpk, gsk;, m);
If GVf(gpk, m,c) = 0 then return 1;

5.t < Td(gpk,ak,m); (j,7) < Open(gpk, ok, reg,m, o, t);
If ¢ # j then return 1;

6. If Judge(gpk, i, upk;, m, o, m) = 0 then return 1, else return 0
The advantage of A for the experiment is defined by

AdvSes mpo,a(A) = PrIEXpSGs mpo.a(A) = 1].

We say that a DGS-MDO scheme DGS-MDQO is correct if Advsgs ppo,4(A) = 0 for any unbounded
adversary A and A € N.

On DGS-MDO scheme, we consider two types of anonymity, the opener anonymity and the
admitter anonymity. This is because identifying the signer of a group signature requires two steps:
generating a message-specific token by the admitter, and opening the identity by the opener. These
two notions imply that the anonymity cannot be broken by either the opener or the admitter alone.
Opener Anonymity: The opener anonymity states that a PPT adversary A cannot distinguish
signatures generated by two distinct legitimate users even though A knows the opener key ok and
the issuer key ik, corrupts any user and accesses the Td oracle. For a DGS-MDO scheme DGS-MDO
and any adversary A, let us consider the following experiment.

EXPODpé??RAbDo,A()‘)i
1. (gpk, ik, ok, ak) + GKg(1*); HU,CU,RU, TL, CL = §);

2. b  ACHtUSndToU,USK,WReg,Td,Chy gk ik ok);
3. return o’
The advantage of A for the experiment is defined by
Adv%:’;g?./r:/lDO,A()‘) = |P1"[EXP%)£?;\AODO,A()‘) =1] - Pr[EXpODp;S?R;llDO,A()‘) =1]].

We say that a DGS-MDO scheme DGS-MDO has the opener anonymity if Advigerpo 4(A) is
negligible in A for any PPT adversary .A. When A calls Td oracle at most & times, we say that
DGS-MDQO has the opener anonymity with k-bounded tokens.

Admitter Anonymity: The admitter anonymity states that a PPT adversary A cannot distinguish
signatures generated by two distinct legitimate users even though A knows the admitter key ak
and the issuer key ik, corrupts any user and accesses the Open oracle. For a DGS-MDO scheme
DGS-MDQO and any adversary A, let us consider the following experiment.

ad-anon,b .
EXngS—MD(’),A()‘)'
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1. (gpk, ik, ok,ak) < GKg(1*); HU, CU,RU, CL = {);

2. b/ « ACTPtU,SndToU,USK WReg,0pen,Chs (gk ik, ak):
3. return o
The advantage of A for the experiment is defined by
Advg_gasn?/r{/tDO,A()\) = |PT[EXP§;§?R}10DOA,A(>\) =1] - PT[EXng;sn?R}nlpaA()‘) = 1]].

We say that a DGS-MDO scheme DGS-MDO has the admitter anonymity if Adv%’éasn?ﬂ,lDO’A()\) is
negligible in A for any PPT adversary A.

We note that AddU oracle does not appear in the two definitions of anonymity. This is because
A is given the issuer key ik and then A can add a user to the group arbitrarily by itself.

Traceability: The traceability states that a PPT adversary A cannot generate a valid signature
which is traced to an illicit user even though A knows the opener key ok and the admitter key ak
and corrupts any user. For a DGS-MDO scheme DGS-MDQO and any adversary A, let us consider
the following experiment.

Exppgs-mpo,a(N):
1. (gpk, ik, ok, ak) + GKg(1*); HU, CU,RU = §);
2. (m 0.) (_AAddU,Crth,SndToI,USK,RReg(gpk ok ak)'
3. If GVf(gpk,m,o) = 0 then return 0;
4. t,, + Td(gpk,ak,m); (i,m) < Open(gpk, ok, reg, m, o, t,);
5. If i = 0 or Judge(gpk, i, upk;, m, o, 7) = 0 then return 1, else return 0
The advantage of A for the experiment is defined by

trace

Athﬁag(:fs-MDo,A()\) = Pr[EXpDQS-MDO,A()‘) =1].

We say that a DGS-MDO scheme DGS-MDO has the traceability if Adviigs. ampo,a(A) is negligible
in A for any PPT adversary A.

Non-Frameability: The non-frameability states that a PPT adversary A cannot generate a valid
signature which is traced to a legitimate user even though A knows the opener key ok, the admitter
key ak and the issuer key ik and corrupts any user. For a DGS-MDO scheme DGS-MDQO and any
adversary A, let us consider the following experiment.
f
Exppgs-mpo.a(A):
1. (gpk, ik, ok,ak) «+ GKg(1*); HU, CU,RU, QLgs = ();
2. (m, o, i, ﬂ_) — ACrth,SndToU,USK,WReg,GSig(ng Ok7 ak, Ik),
3. If GVf(gpk,m,o) = 0 then return 0;
4. If all following conditions are satisfied then return 1;
(a) i € HU and i ¢ RU;
(b) Judge(gpk, i, upk;, m, 0, ) = 1;
(c) (i,m) ¢ QLgs;
5. Else return 0
The advantage of A for the experiment is defined by
AdV6s apo,a(\) = PrExpBgs apo,a(A) = 1.
We say that a DGS-MDO scheme DGS-MDQO has the non-frameability if Advggs_MDQA()\) is
negligible in A for any PPT adversary A.
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4 Generic Construction of DGS-MDO

We propose a generic construction of DGS-MDO in this section. Before describing our construction,
we introduce several primitives which are required in the construction.

4.1 Building Blocks

Digital Signature: The digital signature scheme DS counsists of three algorithms (SKg, Sig, Vf) defined
as follows.

SKg(1*) — (pk,, sk):
SKg is the key generation algorithm that takes a security parameter 1 as input and outputs a pair
of a public key pk, and a secret key sks.

Sig(sks,m) — o
Sig is the signing algorithm that takes a secret key sks and a message m as input and outputs a
signature o.

Vf(pk,,m,o) — 1/0:
Vf is the deterministic verification algorithm that takes a public key pk,, a message m and a signature
o as input and outputs 1 or 0.

As the security of digital signatures, we consider the ordinary existential unforgeability against
the chosen message attack (EUF-CMA) [12] defined by the following experiment. Let Sig be the
signing oracle provided to an adversary. Sig returns a signature o < Sig(sks,m) for a queried
message m. Let QLg be the set of signing queries.

Exppisar (A):
1. (pk,,sks) < SKg(1*); QL = 0;
2. (m",0%)  ASE(pk,);
3. If all following conditions are satisfied then return 1;
(a) Vf(pky,m*,0%) =1;
(b) m* ¢ QLs;

4. Else return 0

The advantage of A for the experiment is defined by
AdVBST (V) = Pr{ExpB5T (V) = 1).

We say that a digital signature scheme DS is EUF-CMA if Adv%’gfﬁa(/\) is negligible in A for any
PPT adversary A.

Key Encapsulation Mechanism: The key encapsulation mechanism (KEM) KEM consists of three
algorithms (EKg, Enc, Dec) defined as follows.

EKg(1*) — (pk,,ske):

EKg is the key generation algorithm that takes a security parameter 1* as input and outputs a pair
of a public key pk, and a secret key sk,.

Enc(pk,) — (C, K):

Enc is the encapsulation algorithm that takes a public key pk, as input and outputs a ciphertext C
and a session key K € Kkem, where Kkem is the space of session keys associated with the scheme.
Dec(sk.,C') — K/ L:

Dec is the deterministic decapsulation algorithm that takes a secret key sk, and a ciphertext C as
input and outputs a session key K or a special symbol | which indicates that the ciphertext is
invalid.
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As the security of KEM, we consider the indistinguishability against the chosen ciphertext attack
(IND-CCA) [10] defined by the following experiment. Let Dec be the decapsulation oracle provided
to an adversary. Dec returns a session key K < Dec(sk.,C) for a queried ciphertext C. Let QL
be the set of queried ciphertexts.

ind-cca,b

EprgM,A()\):
L (pkeaSke) < EKg(l)\); QLC = Q);
2. 1 « APecChrentn(pk ),

3. If C* ¢ QL. then return b’ else return L

Chicem,p(pk,):
1. (C*, Ky) < Enc(pk,);

2. Ky ﬁ Kkem;

3. return (C*, K3)
The advantage of A for the experiment is defined by
AdVREST A(N) = | Pr[ExpEat L (A) = 1] — Pr[Exptsci(A) = 1]|.

We say that a KEM ICEM is IND-CCA if Advi,g%‘jc\ﬁf’A()\) is negligible in A for any PPT adversary A.

ID-based KEM: The identity-based key encapsulation mechanism (ID-based KEM) [6] ZD-KEM
consists of four algorithms (ISetup, IExt, |IEnc, |Dec) defined as follows.
ISetup(1*) — (pp, msk):
ISetup is the parameter setup algorithm that takes a security parameter 1* as input and outputs a
public parameter pp and a master secret key msk.
|Ext(msk, ID) — (sk;p):
IExt is the user key generation algorithm that takes a master secret key msk and a user’s identity
ID as input and outputs a user’s secret key skyp.
IEnc(pp, ID) — (C, K):
IEnc is the encapsulation algorithm that takes a public parameter pp and an identity ID as input
and outputs a ciphertext C' and a session key K € Kipkem, where Kipkem is the space of session
keys associated with the scheme.
|DeC(Sk1D,C, ID) — K/J_:
IDec is the deterministic decapsulation algorithm that takes a user’s secret key sk;p, a ciphertext
C and an identity ID as input and outputs a session key K or a special symbol | which indicates
that the ciphertext is invalid.

As the security of ID-based KEM, we consider the k-resilient security |14] defined by the following
experiment. Let |IExt be the key extraction oracle provided to an adversary. IExt returns a user’s

secret key skyp < |Ext(msk, I D) for a queried identity ID. Let QL;q be the set of queried identities.
k-resi,b

Expzp_certa(M):
1. (pp, msk) « ISetup(1*); QLia = 0;
2. b’(—AIEXtvChI‘D-KSM,b(pp);

3. If ID* ¢ QL;q and |QL;q| < k then return b’ else return L

Chzp.cemp(ID*):
1. (C*, Ky) < |Enc(pp, ID*);
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$
2. K + Kipkem;

3. return (C*, Kp)
The advantage of A for the experiment is defined by
AdVESTkcem,a(N) = [ PHEXPTS e i 4 (N) = 1] = Pr{Exprpie g 4 (V) = 1.

We say that an ID-based KEM ID-KEM is k-resilient if Adv;'g_s,ich’A()\) is negligible in A for any
PPT adversary .A. When £ is a polynomial in A\, we say that ZD-KEM is IND-ID-CPA.

Non-Interactive Zero Knowledge Proof: Let R C {0,1}* x {0,1}* be a polynomial-time verifiable
relation. Namely we can check whether or not (r,w) € R in polynomial time. Note that we
estimate the time efficiency in the length of the first component x. We consider a non-interactive
zero-knowledge proof in the common reference string model.

The non-interactive proof system II consists of the three algorithm (Kgs, P, V) defined as follows.

Kas(1?) — crs:
Kes is the common reference string (CRS) generation algorithm that takes a security parameter 1*
as input and outputs a CRS crs.

P(crs, (z,w)) — 7:
P is the prover algorithm that takes a CRS crs, a pair (z,w) of a statement and a witness such that
(z,w) € R as input and outputs a proof 7.

V(ers,z,7) — 1/0:
V is the verifier algorithm that takes a CRS crs, a statement x and a proof 7 as input and outputs
1 or 0.

We say that II = (Kgs, P, V) is a non-interactive zero knowledge proof (NIZK) for the relation R
if IT satisfies the following three properties.

Completeness: Let p be a polynomial. For all A € N and (z,w) € R such that |z| < p(A),
Prlcrs < Kes(12); 7 < P(crs, (@, w)); V(crs, 2, 7) — 1] = 1.

Soundness: Let Lg be the set of all z that has no corresponding witness. For all A € N, z € Ly and
any polynomial-time algorithm P, the probability

Prlcrs < Kes(12); 7 < P(crs, z); V(ers, z, 1) — 1]

is negligible in A.
Computational Zero Knowledge: Let Sim = (S, S2) be a simulator algorithm. S outputs a simulated

CRS for the input security parameter, and Sy outputs a simulated proof for the input statement

and simulated CRS. Then we consider the following experiments.

EXPfIk,Sim,D()\):

1. o< {0,1);
2. crsp + Kas(17); (crsy, st) < S1(11); crs = crsy;
3. b « DPO%(crs);
4. If b=V then return 1 else return 0
POy (z, w):
1. 7+ P(crs, z,w);
2. Return 7

PO (z,w):
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1. 7+ Sy(ers,st, x);

2. Return 7

The advantage of D for the experiment is defined by
Advf{Sime(’\) = |PT[EXPﬁk,Sim,D(/\) =1]-1/2|.

We say that II is computational zero knowledge if there exists a PPT simulator Sim such that
/—\dvﬂ(’Sim’D()\) is negligible in A for any PPT algorithm D.

We consider additional property for a NIZK II, called the simulation-soundness [18] defined by
the following experiment.

EXPIT sim, 4 (A):
1. (crs,st) < Sp(17);
2. (z,7) + A% (crs);
3. If all following conditions are satisfied then return 1;

a xGER;

(a)
(b) 7 is not returned from the oracle when A queries z;
(¢) A calls S; oracle exactly one time;

)

(d) V(crs,xz,7) =1;
4. Else return 0

The advantage of A for the experiment is defined by
AdVﬁ,Sim,A()‘) = Pr[Expﬁ,Sim,A(/\) =1].

We say that IT is simulation-sound if Advij gim 4(A) is negligible in A for any PPT adversary A.

4.2 Construction

We describe our generic construction. Let DS = (SKg, Sig, Vf) be a digital signature scheme, LCEM =
(EKg, Enc, Dec) be a KEM, ZD-KEM = (ISetup, IExt, |IEnc, IDec) be an ID-based KEM, respectively.
Assume that Cxem and Kipkem are the same group with the operation ©. We employ a polynomial-
time computable and invertible encoding function (-) which maps strings to elements in Kxgm =
Kibkem-

Let pk,, pk; be public keys of DS, cert; and s; be signatures by DS, m be a message, i be a user
index, (pk,,sk.) be a pair of a public key and a secret key of XEM, (Ckem, Kkem) be an output
of Enc, pp be a public parameter of ZD-KEM, (Cipkem, Kipkem) be an output of IEnc, t,, be an
output of IExt, &, re, rkem, Npkem be strings in {0, 1}, respectively.

Let « = (pky, pk., pp, m, Ckem, Cipkem, £) and w = (i, pk;, cert;, s;, rkem, iokem ). Then let Ry be
the relation such that (z,w) € R; if and only if Vf(pk,, (i, pk;), cert;) = 1 and Vf(pk;, m,s;) =1 and
Enc(pk,; rkem) = (Ckem, Kkem) and IEnc(pp, m; ripkem) = (Cipkem, Kipkem) and & = (i, pk;, cert;, 5;)©
Kkem © Kipkem-

Let * = (pk,, Ckem, Cipkem, M, K, 4, pk;, cert;, ;) and w = (ske,re,ty). Then let Ry be the
relation such that (z,w) € Ry if and only if EKg(1*;r.) = (pk,,sk.) and Dec(ske, Ckem) — Kkem
and IDec(tm, C|DKEM,m) — KIDKEM and Kk = <i, pki,certi7 52> © KKEM ®© KIDKEM~

Let I} = (K(crs,1), P1, V1) and Iy = (K(cs 2y, P2, V2) be the proof systems for Ry and Ry, respec-
tively.

The DGS-MDO scheme DGS-MDQO consists of (GKg, UKg, Join, Iss, GSig, Td, GVf, Open, Judge)
defined as follows.

GKg(1*) — (gpk, ik, ok, ak):
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1. (pk,,sks) < SKg(1%);
2. ro & {0,11%; (pk,,ske) < EKg(1*;r.);

(pp, msk) < ISetup(1*);

= W

Crsy < K(crs,l)(l)\)§ Crso +— K(crs,2)<1/\>

ot

gpk = (pky, Pk, PP, crs1, crsa);
6. ik = skg; ok = (ske, re); ak = msk;
7. Return (gpk, ik, ok, ak)
UKg(1*, gpk) — (upk;, usk;):
1. (upk;,usk;) « SKg(1*);
2. Return (upk;, usk;)

Join(gpk, upk;, usk;) — gsk, and Iss(gpk, ik, reg) — reg:
Join and Iss are the three round interactive protocol between the user ¢ and the issuer operated as
follows.

Round1: Join(gpk, upk,, usk;) by the user i:
1. (pk;,sk;) < SKg(1");
2. 0; < Sig(usk;, pk;);
3. send (pk;, ;) to the issuer.

Round?2: Iss(gpk, ik, reg) by the issuer:
1. If Vf(upk,, pk;, 0;) = 1 then cert; < Sig(sks, (¢, pk;)) and reg[i] < (pk;,0;);
2. Else cert; = ¢;
3. send cert; to the user i.
4. Return reg

Round3: Join(gpk, upk;, usk;) by the user i:
1. gsk; < (4, pk;, skq, cert;);
2. Return gsk;

GSig(gpk, gsk;, m) — o:

1. s; « Sig(sk;, m);
$
2. rkem < {0,1}*; (Ckem, Kxem) < Enc(pk,; reem);

$
3. nipkem < {0, 1}*; (Cipkem, Kiokem) < IEnc(pp, m; ripkem);

k = (1, pk;, cert;, s;) © Kxem © Kipkewm;

AT

x1 = (pky, pke, pp, m, Ckem, CiDkem, K);
6. w1 = (4, pk;, cert;, s, rKEM, NDKEM );

7. T = Pl(crsl,xl,wl);
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8. Return o = (Ckem, Cipkem, K, T1)
Td(gpk, ak,m) — ty,:

1.ty < |Ext(msk, m);

2. Return t,,
GVf(gpk,m,o) — 1/0:

1. 1 = (pkg, pke, PP, M, Ckem, CiDKEM, K);

2. If Vy(crs1, 21, 71) = 1 then return 1, else return 0
Open(gpk, ok, reg, m, o, t,,) — (i,7):

1. KKEM < Dec(ske,CKEM);

[\

. Kipkem < IDec(tn, Cipkem, m);
3. If Kxem = L or Kipkem = L then return (0, ¢);
4. (i, pk;, certi, s;) = £ © Kigy © Kipems
5. 21 = (pks, Pke, PP, 0, Ckem, CiDKEM; K);
6. If Vi(crsy, z1,71) = 0 then return (0, €);
7. x2 = (pk., Ckem, CipkEM, M, K, 1, Pk, cert;, s;);
8. wy = (SKe, Fe, tm);
9. 75 = Po(crsg, xo, wo);
10. 7 = (0,1, pk;, cert;, 8;,T2);
11. Return (i,7)
Judge(gpk, i, upk;, m,o, ) — 1/0:
L. z1 = (pky, pke, PP, ™, Ckem; CIDKeM; );
2. If (i,m) = (0,€) then return 1 — Vy(crsy, 1, 71);
3. Parse m = (0,4’ pk’, cert’, s', 7);
4. xb = (pk,, Ckem, Ciokem, m, k, 1/, pk’, cert’, s');
5. If Vo(crsg, 25, 72) = 0 return 0;
6. If all following conditions are satisfied then return 1;

(a) i =1;
(b) pk

i = Pk/é
(c) Vf(upk;,pk',o’) = 1;

he]

7. Else return 0
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4.3 Security
For the security of the proposed DGS-MDO scheme DGS-MDO, we have the following theorems.

Theorem 1. DGS-MDQO is correct.

Proof. Let 0 = (Ckem, Cipkem, k,71) be a group signature generated by a legitimate user ¢ with
honestly generated parameters.

Then Vi(crsy,z1,71) = 1 always follows with z; = (pkg, pk., pp, m, Ckem, Cipkem, k) by the
completeness of II;. Namely GVf(gpk, m,o) — 1 always holds.

Let t,, be a token for the message m. t,, is computed by t,, < |[Ext(msk,m). Then the opener
can decrypt Ckem to Kkem and Cipkem to Kipkem by using the opener key ok = (ske, re) and the
token t,,. Thus the opener can retrieve the signer from (i, pk,,cert;,s) = kK ® KPZElM ® KFD%(EM'
Vy(crsq, x2, 72) also always outputs 1 by the completeness of IIs. O

Theorem 2. Assume that TD-KEM is k-resilient and 11y is an NIZK. Then DGS-MDQO has the
opener anonymity with k-bounded tokens.

Proof. We consider the sequence of games Game between the challenger Co, and the adversary Aqp.
For each 0 < ¢ < 3, let Wing be the probability of the event where Cop outputs 1 in Gamey.

Gameyg.
Gamey coincides with the experiment Expfgeonipo. A,,(A). Thus we have

Wing = Pr(Expigeripo. A,V =1].

Game;.

Game; coincides with Gamey except that the proof 71 generated in GSig is computed by the
simulator Sim; = (S1,1, S1,2) for the proof system II;. Since II; is an NIZK, the difference between
Gamey and Game; is bounded by some negligible function negl,, o;-

| Winy —Wing | < negly, o1(A)-

Games.
Gamey coincides with Game; except that the challenge oracle Chg is replaced with Ch;. For the
difference between Win; and Winsy, we have the following lemma.

Lemma 1.
| Wing — Winy | < negl,, 15(A),

Jor some negligible function negl,, 1.

Proof. Let A(op,12) be an adversary which participates in Game; or Gamez. We aim to construct a
PPT algorithm B(gp 12) such that if Bgp 12) breaks the k-resilience of ZD-KEM with A(gp 12, the
difference between Win; and Wing can be non-negligible. The description of the algorithm Bqp,12)
is given in Figure

Let pp* be an instance given to the k-resilience adversary Bqp,12)- Then Bqp,12) invokes Game; 4
for b € {0,1} with the adversary Ap, 12)- B(op,12) generates public and secret keys (pk,,sks) and
(pke,ske), a simulated CRS crsy, and a honestly generated CRS crsy. Then Bop 12y sets gpk =
(pky, pke, pp*, crsi, crsy), ik = sk, ok = (sk, r.), and gives (gpk, ok, ik) to A(gp 12) as input.

For oracle queries from A(p 12), B(op,12) can answer queries honestly except Ch; oracle and
Td oracle. For a challenge oracle query, Bop 12) calls its challenge oracle Chzp.xeam,p to obtain
(Cibkems Kibkem) and then computes a group signature. Note that Bgp 12) does not know the
master secret key corresponding to pp*. Thus B(ep 12y uses the simulator for the proof system II; to
compute the proof 7.

185



Dynamic Group Signatures with Message Dependent Opening and Non-Interactive Signing

Bl ™ (pp") Cho(m. io, i)
1: HU,CU,RU,TL,MTL,CL =0 1: s, « Sig(ski,,m)
2: count =0 2:  (Ciokem, Kipkem) = Chzoker,bn(m)
3: (pk,,sks) < SKg(1%) 30 rkem & {0,1}*
a: re & {0,117, (pk,, ske) < EKg(1*;r) 4: (Ckem, Kxem) = Enc(pk.; rkem)

K" = (in, pk;, , certi,, si,) © Kkem © Kipkem
ZBI = (pk37 pke7 pp*y m, C;EMa CITDKEMy H*)
7'1* B SLQ(CI’Sl7 stq, x’{)

CL + CLU{(m,0")}

* * * * *
return ¢ = (Ckem, Ciokem; & 71)

5: (crsy,st1) Sl,l(lA),chQ — K(m,g)(l)‘)
6: gpk = (pky, pk., pp", crsi, crsz)
7: ik = sks, ok = (ske,re)

g CrptU,SndToU,USK,WReg, Td,Chy, .
8: b A(op,lQ) (gpk, ok, ik)

9: return?d’

© 0w 9 O

Td(m)
1: if m € TL then return t,, s.t. (m,t,) € MTL

if count > k then return L

count < count + 1

2
3
4: tm 4+ Ozp-cem,ext(m)
5: TL+ TLU{m}  MTL + MTLU {(m,tm)}
6 return t,,

Figure 1: The k-resilient adversary B(op,12) With A(op,12)

For a queried message m to Td oracle, B(p,12) computes the message-specific token t,,, by querying
m to the key extraction oracle |Ext provided to a k-resilient attacker Biop, 12). Namely the message-
specific token t,, is a user’s secret key of ZD-KEM when the message is considered as an ID.

By the description of B(op, 12) and the explanation above, the game between Bop 12) and Aop,12)
coincides with Game; when b = 0 (Chg is given), and it also coincides with Games when b =1 (Ch;
is given).

Then it follows that

Winy = Pr[B(gp,12) outputs 1|b = 0] and Winy = Pr[B(op,12) outputs 1]b = 1].

Moreover, we have

k-resi,0

Pr[B(op,12) outputs 1|b = 0] = Pr[Exp,CEM’B(OP,m) N\ =1],
Pr[B(op,12) outputs 1|b = 1] = Pr[Exp,‘E?j\i/’ll’B(opﬁlz) \) =1].
Then,
-resi k-resi,0 k-resi, 1
AdVgD.)CEM,B(O,,w (A) = |PT[EXPzﬁs}cgm,B(op,mO‘) =1] - Pr[EXPIg.SicsM,B(OP,m (A) =1]|
= |Win1 —Win2 |,

follows. Since ZD-KEM is k-resilient by the assumption on the theorem, the statement holds. [
Games.

Games coincides with Games except that the proof 7 in GSig is generated honestly. Since IT; is
an NIZK, the difference between Gamez and Games is bounded by some negligible function negly, o5.

| Wing — Winz | < negly, o3(A)-
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Games is equivalent with Exp%’éagf’/r\'/’llpa 4,,(A) by its description. Thus we have

Wing = Pr[Expigeripo. A,V =1].

Finally, we have

-anon,0 -anon,
‘Pr[EXp%)QaS?MDO,AOP(A) =1] - PY[EXP%’gaS?Mlpo,AOP()‘) = 1]| < negl,, (M),

for a negligible function negl,, and the statement holds.
O

Corollary 1. Assume that ZD-KEM is IND-ID-CPA and 11y is an NIZK. Then DGS-MDQO has

the opener anonymity.

Theorem 3. Assume that KEM is IND-CCA, 111 is a simulation-sound NIZK and Iy is an NIZK.
Then DGS-MDOQO has the admitter anonymity.

Proof. We consider the sequence of games Game between the challenger C,q4 and the adversary A,q.
For each 0 < ¢ < 3, let Winy be the probability of the event where C,q outputs 1 in Gamey.

Gamey.
Gamey coincides with the experiment Exp%zasnf’ﬂ;lopo’ 4.,(A). Thus we have

Wing = Pr[Expag;gj’;fm A, =1].

Game;.

Game; coincides with Gamej except that the proof 71 generated in GSig and the proof 75 generated
in Open are computed by the simulator Simy = (51,1, .51,2) for the proof system II; and the simulator
Simg = (S2,1,52,2) for the proof system Iy, respectively. Since IIy and IIy are NIZKs, the difference
between Gamey and Game; is bounded by some negligible function negl,q o1 -

| Winy —Wing | < negl,q 1 (A).

Games.
Gamey coincides with Game; except that the challenge oracle Chg is replaced with Chy. For the
difference between Win; and Wingy, we have the following lemma.

Lemma 2.
| Wing — Win; | < n€g|ad,12()‘)v

Jor some negligible function negl,, 5.

Proof. Let A(aq,12) be an adversary which participates in Game; or Gamey. We aim to construct
a PPT algorithm B, 12) such that if B(,q,12) breaks the IND-CCA of KEM with A(,q12), the
difference between Win; and Winy can be non-negligible. The description of the algorithm A(q;12)
is given in Figure [2|

Let pk} be an instance given to the IND-CCA adversary B(ad,12)- Then B(,q,12) invokes Game; 1y
for b € {0,1} with the adversary A(,q,12). B(ad,12) generates public and secret keys (pk,,sks) and
(pp, msk), simulated CRSs crsy and crsy. Then Bag,12) sets gpk = (pk,, pk;, pp, crsi, crsy), ik = sk,
ak = msk, and gives (gpk, ak, ik) to A(aq,12) as input.

For oracle queries from A(.qg,12), B(ad,12) can answer queries honestly except Ch, oracle and
Open oracle. For a challenge oracle query, B(aq,12) calls its challenge oracle Chxegaqp to obtain
(Cems Kkem) and then computes a group signature. Note that B(ad,12) does not know the secret
key corresponding to pk’. Thus B(aq,12) uses the simulator for the proof system II; to compute the
proof 7.

For queries to Open oracle, B(,q,12) uses its decryption oracle Oxgaq,pec to decapsulate Ckem
since B(aq,12) is now a CCA adversary. Then B,q¢,12) computes the proof 7, by using the simulator
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O ec . .
B(aiié‘);i (pk?) Chy(m, o, i1)
1: HU,CU,RU,CL,CT =0 1t s, ¢ Sig(ski,,m)
2 (pk,,sks) < SKg(1*), (pp, msk) < ISetup(1*) 2 (Ckem, Kkem) + Chicenmb(pke)

3: (crsy,sty) < S1.1(17%), (crsg, sta) < Sa.1(17%) 81 CT ¢ CTU {Cien}
4: gpk = (pkg,pk}, pp,crsi,crs2),ik = sk, ak = msk NDKEM < {0, 1}
5: b A(Ca'zfggnd“u’USK’WREg»OF’e"ﬂChb (gpk, ak, ik) 5: (Ciokem, Kibkem) <= IEnc(pp, m; ripkem)
6: K" = (iv, pk;,, certy,, 55,) © Kkem © Kipkem

IS

6: returnd
7: x1 = (pk,, pkg, pp, m, Ckem, Cidkem, &)
8: 71 = S12(crsi,st1, x])
9: CL <« CLU{(m,c")}

* * * * *
10: return 0" = (Ckem; Cipkem, K 5 T1 )

Open(m, o)

1: if (m,0) € CL then return L

z1 = (pkg, pk’, pp, m, Ckem, Ciokem, K)

if Vi(crsi,z1,71) = 0 then return (0, ¢)

Kxem < Oxem,pec(Ckem), CT < CT U {Ckem}
tm < IExt(msk, m), Kipkem < IDec(tm, Cipkem, m)
if Kkem = L or Kipkem = L then return (0, €)
(i, pky, certs, s5) = & © Kign © Kipicem

8: w2 = (pki, Ckem, Ciokem, m, k, i, pk;, cert;, s;)

S ot s W N

9: T2 = Sa.2(crsa, sta, x2)
10: 7= (04,1, pk,, cert;, si, 72)

11: return (i,7)
Figure 2: The IND-CCA adversary B(,q,12) With A(q,12)

for the proof system II;. We note the case where A(,q,12) queries a group signature o’ which is the
same as the challenged signature o* except for the attached proof. Namely A(,q4,12) aims to obtain
the user index 4; of the challenge group signature by queried it to Open oracle with another proof 7.
According to the definition of games, such ¢’ is not considered as the challenged group signature o*
since the proof part 71 of the group signature differs. However, A(.q,12) cannot make such 7{ which
passes the verification of Vi because II; is assumed to have the simulation-soundness. Thus B,q,12)
correctly simulates Open oracle.

By the description of B(,q,12) and the explanation above, the game between B(,q,12) and A(aq,12)
coincides with Game; when b = 0 (Chg is given), and it also coincides with Games when b =1 (Ch;
is given).

Then it follows that

Win; = Pr[B(,q,12) outputs 1|b = 0] and Winy = Pr[B(,q,12) outputs 1|b = 1].
Moreover, we have

Pr[Baq,12) outputs 1|b = 0] = PI[EXP;?;/C\ZB,};J(MM)(/\) =1],

Pr[B(,4,12) outputs 1|b = 1] = Pr[Expi,gdg'j\ié(adﬂ)()\) 1].
Then,
ind- ind-cca,0 ind-cca, 1
Adeng\T,zs(ad,m()\) = |Pr[Epr£/C\ﬁlaﬁ(ad,12)()\) =1] - Pr[Exp,ng\fla’B(adym) ) =1]|

= |Win1 —Win2 |,
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Bo2s S (pk?) CrptU(4, upk)
|: HU,CU,RU=0 1: CU<« CUU{i}
2: ((pk,, pk,,pp, crsi, crss), sk, (ske, re), msk) < GKg(1%) 2: upk; < upk

gpk = (pk:a pke7 ppa Cr51, CFSQ), Ok = (Sk€7 r€)7 ak = mSk 3¢ return 1

m*7 O'* — AAddU,Crth,SndToI,USK,RReg k, Ok, ak
( ) ¢ Atrace (gp ) USK(i)

if GVf(gpk, m*,0") = 0 then return 0
tmx < Td(gpk,ak, m")

1: RU+« RUU{i}

(i*, %) < Open(gpk, ok, reg, m*, o, tm+) 2: return (usk;,gsk;)

if 4 # 0 then return 0

Kiem < Dec(ske, Ckem), Kipkem < IDec(tm=, Ciokem, m™)

RReg (1)

1: return reg[i]

© 0 N o Gt

10: (0, pky, certo, s0) = k* @ Kiiem ' @ Kipkem
11: return ({0, pk,), certo)

AddU(3) SndTol(i, pk;, 0;)

1: HU <+ HUU {5} 1: cert; < Ops,sig({i, pk;))
21 (upk;, usk;) + UKg(1", gpk) 2: regli] < (pk;, 0:)

3: gsk, < Join(gpk, upk;, usk;) with SndTol 3: return cert;

4: return upk;
Figure 3: The EUF-CMA adversary Birace With the traceablity adversary Atrace

follows. Since LEM is IND-CCA by the assumption on the theorem, the statement holds. O

Games.

Gamej coincides with Gamey except that the proof 7 in GSig and the proof 75 generated in Open
are generated honestly. Since IT; and I, are NIZKs, the difference between Games and Game; is
bounded by some negligible function negl, o5-

| Winz —Winy | < negl,q 23()).

Games is equivalent with Exp‘géag_c’/r{;llpo’ 4.,(A) by its description. Thus we have

. ad-anon, 1
Winz = Pr[EXpDQS—MDO,Aad(A) =1].
Finally, we have

d-anon, d-anon,
|Pr[Exp;’)gaSn?R,tODO’Aad \)=1]— Pr[Exp;’)gag?R,tIDO’Aad (\) = 1]] < neglg(N),
for a negligible function negl,; and the statement holds. O

Theorem 4. Assume that DS is EUF-CMA and I1; and Iy are NIZKs. Then DGS-MDQO has the
traceability.

Proof. Let Agace be an adversary which breaks the traceability of DGS-MDO with non-negligible
probability. We aim to construct a PPT algorithm B ace which breaks the EUF-CMA of DS with
non-negligible probability with the help of Atrace. The description of the algorithm Biyace is given in
Figure [3]

Let pk; be an instance given to Byace in the EUF-CMA experiment Exp%’gfg"tface. Then Birace

invokes the traceability experiment Exp%agg_ MDO, Amce(/\) with the adversary Airace. Btrace performs

the group-key generation algorithm GKg and obtain ((pk,, pk,, pp, crs1, crsz), sks, (ske, re ), msk). Then
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Birace sets gpk = (pk}, pk,, pp, crs1, crsa), ok = (ske, r.), ak = msk, and gives (gpk, ok, ak) t0 Atrace as
input.

Bhirace can answer all oracle queries from Ay ace honestly except queries to AddU oracle and SndTol
oracle. This is because Biace embeds pk} into gpk and hence Byrace does not know the corresponding
secret key. However, Bace is required to sign (i, pk;) to create the certification cert; which is verifiable
with pk%, to answer AddU or SndTol oracle queries. To address this problem, Byace uses the provided
signing oracle Opgs sig since Birace is now an EUF-CMA adversary. Birace queries (4, pk;) to the oracle
Ops,sig and obtains cert; < Sig(sky, (i, pk;)). Thus Byace can answer all oracle queries from Agrace
correctly.

Let (m*,0*) = (m*, (C¥em, Ciokems K75 71)) be an output of Aiace. By the assumption, Agrace
wins the experiment with the output (m*,c*) with the non-negligible probability. Then we have
GVf outputs 1, and (i) Open outputs i* = 0 or (ii) Open outputs i* # 0 and Judge outputs 0.

We first consider the case (i). In this case Open(gpk,ok,reg, m*, o*, Td(gpk, ak, m*)) outputs
(0,7*). This means that the group signature ¢* is not issued on behalf of legitimate users although
(m*,o*) passes the verification algorithm GVf. Now, GVf(gpk, m*,o*) = 1 implies Vi (crsy, 23, 71) =
1 with 27 = (pk}, pke, pp, m*, Cem» Ciokem» 7). 71 is a proof generated by the proof system II;
which proves the honest executions of GSig. Since II; is an NIZK by the statement, we can decrypt
Céem and Cihyeem correctly, and then can retrieve (0, pkg, certg, so) from x*. In this case (i), pk, is
not recorded to the registration table reg since i* = 0 means an illicit user. Namely AddU oracle or
SndTol oracle does not invoked for this user, and hence (0, pky) is not queried to the CMA oracle.
Then ({0, pky), certg) can be a valid forgery of DS and Birace wins the EUF-CMA experiment by the
forgery ({0, pky), certyg) with the non-negligible probability.

We next consider the case (ii). In this case, Open(gpk, ok, reg, m*, o*, Td(gpk, ak, m*)) outputs
(i*,7*) for some ¢* # 0 and Judge(gpk, i, upk;.,m*,o0*, 7*) = 0. Since GVf(gpk,m*,c*) = 1 as
in the case (i), it is ensured that the signing procedure is honestly done by the soundness of II;.
Then Cigy and Cihken can be decrypted correctly and (i*, pk;«, cert;», s;+) is recovered from x*.
i* # 0 means that the user ¢* is a legitimate user, hence Biace can obtain reg[i*] = (pki«,0;+).
Therefore, if Birace honestly generates m* = (g« , 1%, pkj«, certi«, s;+, 75 ) with 75 = Pa(crsq, 23, w}) for
x5 = (Pke: Cikems Ciokem, M5 K, 0%, pk;«, certy«, s;+) and wi = (ske, re, tm=), Va(crse, z3, 75) always
outputs 1 by the completeness of II5 and then Judge(gpk, i, upk,., m*,c*, 7*) = 1 always holds. This
means that the case (ii) never occurs.

The case (i) is the only case when Ay ace breaks the traceability of DGS-MDQO by the discussion
above. Thus if Airace breaks the traceability of DGS-MDO with non-negligible probability, Birace
breaks the EUF-CMA of DS with non-negligible probability. O

Theorem 5. Assume that DS is EUF-CMA and I1; and Iy are NIZKs. Then DGS-MDQO has the
non-frameability.

Proof. Let Apf be an adversary which breaks the non-frameability of DGS-MDQO with non-negligible
probability. We aim to construct a PPT algorithm B¢ which breaks the EUF-CMA of DS with non-
negligible probability with the help of Ans. The description of the algorithm B,y is given in Figure

euf-cma

Let pk} be an instance given to Bys in the EUF-CMA experiment Exp3 5By Lhen By invokes

the non-frameability experiment ExpJigs. MDO, A, (A) with the adversary Ays. We suppose that the
adversary A, creates n(\) users for a polynomial n. The fundamental strategy of Bys is as follows.
B guesses the user u with which A, outputs a forgery. When A, register the user u via the
SndToU oracle, By embeds the instance public key pk} into registration information regfu]. For
group signature queries with respect to the user u, B, answers queries by using the provided signing
oracle Opgs sig since By is now an EUF-CMA adversary. If Aq¢ wins the non-frameability experiment
by an output with respect to the user u, By can extract a valid signature with respect to pk} and
it can be regarded as a valid forgery of DS.

However, we must note that Aps may not use the registration information which is recorded via
SndToU oracle. Namely A, can change the registration table reg via the WReg oracle. In this case,
the B,¢’s strategy above does not work and B, should take another approach. If B.s guesses that
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Ape will change regfu], Bns signs the public key when it is recorded to reg[u] under the instance
public key pk} by using the oracle Ops sig. Since the output of Ans must pass Judge, By can extract
a valid signature with respect to pk; and it can be regarded as a valid forgery of DS. Of course By¢
does not know whether or not A, uses WReg. Thus By first guess the behavior of Ans and B, wins
the EUF-CMA experiment if the guess is right.

Let (m*,0*) = (m*, (Ciem> Cibkems £*> 71)) be an output of Ay, By the assumption, Ans wins
the experiment with the output (m*,c*) with the non-negligible probability. Then we have GVf
outputs 1. According to the guess on the behavior of A, Bns extracts different parts as his forgery
from A,¢’s outputs. The details are as follows.

We first consider the case where A,¢ uses the public key stored in reg without any change when it
generates the forgery. Such a case corresponds to the case b = 0 in Figure[d] In this case, the public
key recorded in the registration table reg[u] for the user u is pk}. If A.s wins the non-frameability
experiment, 7 output by A, passes Judge. Then the signature o;« included in 7* can be verified
for the output message m* under the public key pk}. Now, this (¢*,m*) is not queried to GSig by the
winning condition of the non-frameability. This means that m* is not queried to the signing oracle
of the EUF-CMA experiment and (m*, o;+) is a valid forgery for DS. Then Bys wins the EUF-CMA
experiment with the forgery (m*, o;+) if Aq¢ wins the non-frameability experiment.

We next consider the another case, namely Ay uses a different public key pk}. in group signing
than pk;. which is first recorded to reg via SndToU. This case corresponds to the case b = 1 in
Figure |4l In this case, By cannot embed the public key pk? into the oracle GSig since A,¢ change
the registration table via calling WReg. Hence By aims to embed pk} elsewhere. Note that A
is assumed to win the non-frameability experiment, especially the output of A,s must pass Judge.
This means that pk;. and o;- included in 7* must be verified by upk;. by the description of Judge.
Thus By sets pk}; as upk,, on ¢-th invocation of SndToU oracle. By the winning condition of Au¢ on
the non-frameability experiment, (pk;.,o;+) must be accepted by Vf with respect to the public key
upk,. = pk;. Moreover, pk;. is not queried the signing oracle Ops sig since we now suppose that Apu¢
change the registration information regfu| via WReg. Hence (pk;., ;) is a valid forgery for DS and
B¢ wins the EUF-CMA experiment.

From these discussion above, if As breaks the non-frameability of DGS-MDQO with non-negligible
probability, B¢ breaks the EUF-CMA of DS with non-negligible probability. O

Remark. Our construction can be converted to the DGS-MDO scheme which is identical to the GS-
MDO scheme presented in [11] by replacing the KEM part in our scheme with a tag-based KEM.
Moreover, the security proofs for our scheme can also be applied to the converted scheme as well.

4.4 Instantiation

We present concrete cryptographic primitives to instantiate our generic construction.

First, we employ the Groth-Sahai (GS) proof [13] which is based on the bilinear group as NIZK
proof. Its security, including the simulation soundness, is proven in the standard model and it is
known as one of the most efficient NIZK proofs.

Since we use the GS proof, we should choose other primitives as structure-preserving. This is
because the verification formulas of the GS proof are pairing equations. From this viewpoint, we
use the structure-preserving signature by Abe et al. [1] which is EUF-CMA in the standard model
under the SFP assumption.

We require the partially structure-preserving property |15] for KEM and ID-KEM, which means
that ciphertexts are in the source group G of the bilinear map e : G x G — G, not in the target
group Gr to fit these primitives into the GS proof. Thus we choose the DLIN variant [20] of the
Cramer-Shoup (CS) encryption [9] as KEM. It is partially structure-preserving and IND-CCA KEM
in the standard model under the DLIN assumption.

As ID-KEM, we consider the DLIN variant [11] of the Heng-Kurosawa (HK) ID-KEM [14] which
is partially structure-preserving and k-resilient in the standard model under the DLIN assumption.

By using these cryptographic schemes above, we can obtain a DGS-MDO scheme from our
generic construction, which is secure in the standard model under the DLIN assumption and the
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SFP assumption. However, it has only the opener anonymity with k-bounded tokens due to the
k-resilience of the ID-KEM. It is an open question to find an ID-KEM which is partially structure-
preserving and IND-ID-CPA in the standard model, and then to find a DGS-MDO scheme whose
opener anonymity is satisfied with unbounded tokens.

5 Concluding Remarks

In this paper, We have introduced the definition of the dynamic group signature with message
dependent opening (DGS-MDO) with the associated security requirements. We have also proposed
a generic construction of DGS-MDO. from standard cryptographic primitives. Our construction can
achieve the standard model security, constant signature size and non-interactive signing process.
However, like the the scheme of [19], our scheme has one disadvantage, namely the bounded message
opening. The DGS-MDO scheme that supports unbounded message opening is an interesting open
question.
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B (pk?)

GSig(i,m)

1:

HU, CU,RU, QLg. = 0

QLgs + QLgs U {(i,m)}
if (b=0) & (i =u) then

si < Ops sig(m)

S; < Sig(ski, m)

rKEM & {0, 1})‘, FIDKEM & {0, 1}A
(Ckem, Kxem) < Enc(pk,; reem)
(Ciokem, Kiokem) < IEnc(pp, m; ripkem)
K = (i, pk;, certi, s;) © Kkem © Kipkem
x1 = (pks, pk,, PP, M, Ckem, Ciokem, k)
w1 = (4, pk;, cert;, Si, FKem, NDKEM )

71 < Pi(ersi, 1, w1)

return o = (Ckem, Ciokem, K, T1)

2: b(i{0,1},t<§{1,...,n(/\)},count:0,u:J_ 2

3:  ((pks, Pk, pp, crs1, crs2), sks, (ske, re), msk) < GKg(lA) z olse
4: gpk = (pk,, pk,, pp,crsi, crsz)

5: ik = sk, 0k = (ske, re), ak = msk o

60 (m*,o%,i" ") ¢ ACTPHUSndToU.USK. WReg,GSig (g o) ol ke k) 6:

71 if GVf(gpk,m*,o*) = 0 then return 0 T

8 : if Judge(gpk,i”, upk,.,m", 0", 7") = 0 then return 0 8:

9: if (i",m") € QLgs then return 0 9

10: if ¢* # u then return 0 10

11: parse 7" = (04=,3", pk;«,Certi=, si=, 75 ) e

12: ifb=0 2

13 : return (m”, s;=) 18

14: elseb=1

15 return (pk;.,o«)
CrptU(4, upk) USK(3) WReg(i, p)

1: CU«+CUU{i} 1: ifi=uthenreturn0 1: regli] <+ p
2: upk; < upk 2: RU<«+ RUU{i} 2: returnl

3: returnl 3: return (usk;, gsk;)
SndToU(7) (b =0) SndToU(i) (b=1)

1: HU <+ HUU {i}, 1: HU«+ HUU {i},

2: count < count+1 2: count < count +1

3:  (upk;,usk;) < UKg(1*, gpk) 3:  (pk;,ski) < SKg(1")

4: if count =t then 4: if count =t then

5: u < 1, pk; < pkj,sk; + L 5: u < 1, upk; < pk},usk; «+ L
6: else 6: 0i < Ops sig(pk;)

(pk;, ski) < SKg(l’\) 7: else

8: oy + Sig(usk;, pk;) 8: (upk;, usk;) < UKg(1*, gpk)
9: return (pk;,o;) 9: o; « Sig(usk;, pk;)

10 :  gsk; < (i, pk;,skq, cert;) 10: return (pk;, o)
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11: gsk; < (4, pk;, ski, cert;)

Figure 4: The EUF-CMA adversary Bns with the non-frameability adversary A,¢
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